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Pod
app: product

Pod
app: product

tier: api tier: db
Pod Pod
app: review app: review
tier: api tier: db
Pod Pod
app: detail app: detail
tier: api tier: db
Pod Pod
app: rating app: rating
tier: api tier: db

PodSelector:
MatchLabels:

PodSelector:
MatchLabels:

PodSelector:
MatchlLabels:

app=product

tier=db

{}

{3 Label Selector ¥#li%#% Pod &il
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PLECIBLE Pod
AORERIN , FRoaERIFRRIXE Pod
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Sample

apivVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name:
namespace:
spec:
podSelector:
lngress:
egress:
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Pod
app: product
tier: api
I

v

Pod
app: review
tier: api

1)

|
Pod

app: detail

tier: api

kind: NetworkPolicy
networking.k8s.io/vl

aplVersion:

metadata:

name: review-deny-all

namespace:

spec:

myproject

podSelector:
matchLabels:
review

app:
lngress:

[ ]
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fBlF2: BIFFRELER
kind: NetworkPolicy

Pod apiVersion: networking.k8s.io/vl
metadata:

app: product .
name: review-deny-all

tier: api namespace: myproject
l spec:
bod podSelector:

matchLabels:
app: review app: review

tier: api lngress:
A — from:
| — podSelector:
Pod matchLabels:

app product

app: detail
tier: api
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apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:

Pod
app: product

tier: api name s
oort != 10050 \ l bort = 10050 namespace.
Pod specC.:.
oy podSelector:
app: review
tier: api matchLabels:
port !=10050 / T port = 10050 app . review
ingress:
Pod
. — from:
app: detail
tier: api - ports:

- port: 10050 QINGCLOUD




—E AR
qNER Pod ;xB# NetworkPolicy ILECE! , ARABHIREEHRITIT
HY

4NER Pod # NetworkPolicy PLEREl , (BEigB 1/ A\ COFNI#HE
LEeE |, BRAERH O/ ANOREEMEZELERY

(RREEFEEMNKITFRERET , MAREERLLASE®ET

NetworkPolicy #89 Rule Z|E8fIITEGZIERE OR

QINGCLOUD



BlF4: ZTMNFRFESRAES

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name:
namespace:
spec:
podSelector:
ingress:
— from:

- from:

i
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BIF5 : PIEEIRSFHIFTE Pod Y 10050 i
]

Pod apiVersion: networking.k8s.io/vl
. kind: NetworkPolicy
app: product
. metadata:
tier: db ]
port = 10050 name: ...
namespace:
9 Pod specC:
Po ort = .
o T app: review podselector: {}
app: monitor : : ingress:
tier: api
- from:
Pod matchLabels:
app: detail app: monitor
tier: db ports:

— port: 10050
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apiVersion: networking.k8s.io/vl

Pod

app: product
tier: db

oort = 10050

dole port =:10050 :
————>3 app: review

Pod

app: monitor

: tier: api
port = 10050
: Pod
app: detall
tier: db
namespace = otherproject namespace = myproject

kind: NetworkPolicy
metadata:
name:
namespace: myproject
spec:
podSelector:
ingress:
— from:
- namespaceSelector:
matchLabels:

environment: production

apivVersion: vl
kind: Namespace
metadata:
name: otherproject
labels:

environment: production
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namespaceSelector ] podSelector # 2 AEEFAES
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apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
: metadata:
1.1.1.1 § name :

; namespace:
\ POd
: spec:
>y
/

app: review

podSelector:
tier: api ingress:
139.198.0.2 - from:
: - ipBlock:
cidr: 0.0.0.0/0
: except:
Internet E - 139.198.0.0/16
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Pod
app: detail

tier: api

|

elo
app: detail
tier: db

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name:
namespace:
spec:
podSelector:
matchLabels:
tier: api
policyTypes:
- Egress

egress:
- to:
— podSelector:

matchLabels:
tier: db _ QINGCLOUD
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apivVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name:
namespace:
spec:
podSelector:
app: detail M) DNS Pod matchLabels:
tier: api
policyTypes:
- Egress
egress:
- to:
- podSelector:
Pod matchLabels:
tier: db

Pod

tier: api

app: detail
PP - to:

tier: db - namespaceSelector: {}
ports:
— protocol: UDP
port: 53

— protocol: TCP QlNGCLOUD
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Pod
app: product

apiVersion: networking.k8s.io/vl
tier: db

kind: NetworkPolicy

k/j/// ‘L T metadata:
E Pod

name: default-allow-local-egress

spec:

Public 1P «———  app: review podSelector: {}
tier: api policyTypes:
‘\i\ ~L T - Egress
E\\\ S egress:
. app: detail - 08
— namespaceSelector: {}
tier: db

. QINGCLOUD
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Calico
Cilium
Kube-router
Romana

Weave Net
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LA Calico Al , 5t ET iptables AYZCIR

root@i-dSn :"§# cat detail-allow-product.yaml

root@i-dSnSdqkp:“§

root@i-dSnSdqkp:“#

/ § exit

Session ended, resume using 'kubectl attach test-16586 -c test-16586 -1 -t' command when the pod is running
pod "test-16506" deleted

root@i-dSn "

A/ \/\4
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LA Calico A5l , otrETF iptables RYECIN

1180 ] -A call-tw-calld/caldid4asty -a comment --comment “call:UJaJTVOoNU)qRwNoL

- .a .-.a :v: 5"7'5'5'5'5 -J ca l-pl-_ 08 <C

root@i-yudgee7v:"§ logout
Connection to i-yudgee/v closed.

root@i-tflacida:"§ kubectl get pod -o wide

NAME READY  STATUS RESTARTS AGE IP NODE NOMINATED NODE READINESS GATES
detail-bS4f75fdé-pamgs 1/1 Running © 40m 10.10.2.74 1i-yudgee/v  <none> <none>
test-28305 11 Running © 24m  10.10.1.72 i-gpnavoby <none> <none>

FA/\/N
A Va

/S \4
A/ \/\4
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207% NetworkPolicy BIP B 1iE%

048 SRES R VE A

g onmss - IO FNIAE, FECIZ A8 Nor
TEILRS R EE— - im0, ILES 248 vand
- [LEclabel, key-valuefZz\, ILECZ4EHand - w05
- key: value - 1Y
- LEOFRIAT, ILHCiZ4EHand - ILECFRNIAE, PCRCiZ 48 or
- TIAR, key [In/NotIn/Exists/DoesNotExist] [values] - ICECRINI, PLECiZ%E9and

- podiftiEzs, "IEFEREIE"
- N H kS, "AFEEEA"
- ipX|[g]

- CIDR
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{&£FH kubectl describe networkpol

=

ERZEIEFO# 701FRY Pod 3,

VS AR 25

AO . BTN LB v31a]

HO . 2R TOFEIE5 MBI

MK E A Namespace F Port

(=

# kubectl describe networkpolicies web-allow-all-ns-
monitoring

Name: web-allow-all-ns-monitoring
Namespace: default

Created on: 2019-08-20 13:43:21 +0800 CsST
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-
configuration:
{"apiVersion":...
Spec:
PodSelector: app=web
Allowing ingress traffic:
To Port: <any> (traffic allowed to all ports)
From:
NamespaceSelector: team=operations
PodSelector: type=monitoring
Allowing egress traffic:

<none> (Selected pods are i1isolated for egress
connectivity)

Policy Types: Ingress
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NetworkPolicy on KubeSphere

2.1 B=1R M WorkspaceNetworkPolicy / NamespaceNetworkPolicy

3.0 == Ul Fm , aJLAREEIE
#£4& Calico :
R RIEHER /LR

eIl

HTTP 3255 (

]

=

] istio AT )

R

A {REIE

2HY NetworkPolicy

BEZANY 235 ( TCP. UDP ICMP. SCTP. UDPlite, ICMPV6, tiYE 1-255 )

EBZAIULEAIN ( notSelector/notPorts/contains/"starts with"/"ends with" )
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https://github.com/ahmetb/kubernetes-network-policy-

recipes

https://medium.com/@reuvenharrison/an-introduction-

to-kubernetes-network-policies-for-security-people-

0a92dd4c809d
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